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Question #1 
What is not PII? 
 
a. Gender 

b. Employment History 

c. Place of birth 

d. Information about or associated with an individual 

Question #2 
Which of the following are an example of a security incident? 
 
a. Attempts to send electronic junk mail in the form of commercial announcements. 

b. Attempts by unidentified or unauthorized people to obtain sensitive personal or    
business information. 

c. Loss of a government laptop containing personnel information. 

d. All of these are security incidents. 

 
Question #3 
Lauren gets an E-mail with an attachment from the director of her agency. It has a file 
attachment with an unfamiliar file extension. Lauren should do all of the following 
except: 
 
a. Verify that the sender sent the E-mail and attachment. 

b. Call the help-desk for advice on handling this. 

c. Be suspicious of this E-mail and attachment. 

d. Open the attachment. 

Question #4 
The Federal Information Security Management Act (FISMA): 

a. Defines national security systems. 

b. Mandates a computer security program at all federal agencies. 

c. Requires a greater level of protection for Government information systems that  
    contain Privacy Act information. 

d. All of the above 
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Question #5 
All of the following are acceptable procedures for backing up classified information 
except: 
a. Store backups at an approved secure location. 

b. Label backups with sensitivity labels. 

c. Store backups in your desk drawer. 

d. Back classified information up daily. 

 

Question #6 
Nancy just read in her local newspaper that the FBI has determined that this crime is 
growing more rapidly than many others -- Which is it? 
 
a. Fraud 

b. Embezzlement 

c. Murder 

d. Identity theft 

 
Question #7 
All of the following are examples of our nation's critical infrastructure except: 
 
a. Emergency services 

b. Banking and finance 

c. Colleges and universities 

d. Transportation and border security 

 
Question #8 
Both internal and external threats can bring down a system. Which of the following 
represents an internal threat? 
 
a. Terrorist group 

b. Hackers 

c. Disgruntled user 

d. Protestors 
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Question #9 
Maria has been issued a USDA laptop. She should do all of the 
following to ensure that she complies with USDA policy except: 
 
a. Be careful of information visible on her laptop screen. 

b. Have someone watch her laptop at all times when traveling. 

c. Ensure wireless security features comply with USDA policy. 

d. Protect her user logon information. 

 
Question #10 
All of the following are common ways of spreading malicious code except: 
 
a. E-mail attachments 

b. Backup important files 

c. Downloading files from the web 

d. Peer-to-peer software 

 
Question #11 
A man dressed as a service technician asks Monique for her system passwords so that 
he can eradicate a problem on her computer. She gives him the passwords. Monique is 
a victim of: 
 
a. Peer-to-peer technology 

b. Social engineering 

c. Threat 

d. Vulnerability 

Question #12 
This high-tech scam that uses E-mail or web sites to deceive you into disclosing your 
credit card numbers, bank account information, Social Security Number, passwords, or 
other sensitive information is known as: 
 
a. Spyware 

b. Social engineering 

c. Phishing 

d. A virus 
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